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2.1

X509

% TheGreenBow VPN Client

File YPM Corfiguration Yiew Tools 7

B Console

25 Parameters

% Cornections

Phase 1 (Authentit

Mame IF'hase_1

Interface iﬁ-‘m_l,l

= Configuration Remote Gateway Iyaurgateway.dyndns.arg
el
) Phase_2 " Preshared Key I
Confirm !
% Certificate Certificates [mpart. .
~|KE
Encryption |.-’-'«__|ES 128 - P1 Advanced...
Authentication | SHA - I
Key Group IDH‘]|:|24 v!
Save & Apply |
|E |VF'N ready Tunnel: @
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VPN

I

DY

"""l!m

lzer Certificate

Ilzer Private Fey

Choose below the Certificate location and type:

Certificate from a PECS#12 file

Certificate from a PECS#12 file
Certificate fram a PEM file

: Certificate from a SmartCard

Irport Certificates from a PECS1 2 file Import... I

]

Cancel |

TheGreenBow VPN

PKCS#12
PEM
CRT
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2.2 PKCS#12

“ PKCS#12 77

__'_%

1

Root Certificate

I zer Certific.ate

Uzer Private kep

Chonze below the Certificate lacation and type:

| Certificate: from a PKCS#12 file |

Import Certificates fram a PECST2 fle Imnport.... I

Cancel I

Laak jn: I@ Desktop _'J & ek B

BM';.J Docurments
bj My Computer
& py Mebwork Places

o bghl.plZ

File name:  |tgh1.p12 Open i
Files of type: | Certificates P12 [* p12) | Cancel |

[ Open az 1ead-only

PKCS#12 “ 77
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“OK,,

=
PKCS12 file password x|

i’?)) 3

%@3 Pleaze enter the file pazzsword below:

!xxxxxxxxxxx

0k I Cancel

%\ Root Certificate.
;rf'E=FFE #L=Pariz/0=TheGreenBow/CH=TheGreenBow Ch/emaild,

T User Certificate
EFE;Fﬁﬁ=T heGreenBow!EN?tgh'l

?&, Uzer Private Eey

Chooze below the Certificate location and tppe:

Certificate from a PECSH12 file __"_j

Impart Certificates fram a PECS1 2 file

Ok Cancel

TheGreenBow VPN
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2.3

““PEM 77

1]

Root Certificate

User Certificate

User Private key

Chooze below the C

ertificate location and type:

am a PEM file

Import a Private key

Import a PEM Root Certificate Import...

Import a PEM User Certificate Impart...

Impaort...

Pl

Ok | Cancel i

Laak in: I @ Desktop

=l « & cf EB-

M\,f Dacuments

:& My Cornpuker
QM\; Metwork Places
clientCert,Pem
rootCA,. pem

File name: I|

Open

Files of type: l Certificates

[~ Openas

[
PEM [*.pem) ;i Cancel I

read-only
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E3

I

Foot Certificate

% Uzer Certificate
ir.f'C=FF| #0=T heGreenB ow/CH=tgh1

% Uzer Private Key

Chooze below the Certificate location and tppe:

Import a PEM Root Certificate Impart... I
Import a PEM Uzer Certificate Irmport... I
Impaort a Private Key Impart. .. |

Ok i Cancel i

TheGreenBow Sistech SA - © Sistech

2001-2010 9/27




4 tgbvpn_certificates_zh
Hii161 2.0-2006 6

VPN 4.00

3

D

Ilzer Certificate

|Jzer Private Fey

Chooze below the Certificate location and type:

Certificate fram a SmartCard _v_i

Select a Smart Card Reader: _f_i

b, I Cancel |

Smartcard PIN code [E

)

i?% Pleasze, enter the Smart Card PIM code:

11

0k I Cancel

PIN

TheGreenBow Sistech SA - © Sistech 2001-2010 10127
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PIN

I

(L

Ruoot Certificate

{/C=FR/L=Paris/0=TheGreenBow/CN=TheGreenBow CA/emaild

e el
Er.-"E=FFl A0=ThelGreenBow/CH=tgh1

Idzer Private key

Chooze below the Certificate location and type:

Certificate from a SmartCard _v_j

Select a Smart Card Reader:

ATR = 3B:78:18:00:00:00:31:C0:64: 77:E 3:03:00:32:530:00
IJzing ID0One Lite
PECSH11 middleware found

b, I Cancel
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i‘@’

Rioot Certificats
|1zer Certificate

Idzer Private key

Chooze below the Certificate location and type:

Certificate from a SmartCard _:j
Select a Smart Card Reader; OMMIKEY Cardidan 321 0 _:_j
..-'-‘-.TFI = 3B:7E:18:00:00:00: 31: C0:64; 77:E 3:03:00;32:530:00 s

Unknown ATR: this smart card may not be supported =
Mo PECS11 middleware for thiz smart card waz found.

ou can set PRCSH11 middleware with the command line
vphcont.exe Aaddmiddleware: path_to_the_dll =

¥
Cancel

2.5
IT PKCS#11

o /addmiddleware:[path_to_middleware.dll]

PKCS#11 DLL
o /checkkeyusage:[yes|no]
TheGreenBow VPN X509
““yes”” VPN (DIGITAL_SIGNATURE)
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3.1
Windows NT/2000/2003
Microsoft Internet Information 18] Microsoft Internet explorer
(IE)
Web
http://ServerName/CertSrv ServerName  CA
Windows 2000 URL
m]
http://www.microsoft.com/windows2000/techinfo/planning/security/casetupsteps.asp
m]
http://www.microsoft.com/windows2000/techinfo/planning/security/cawebsteps.asp
m]

http://www.microsoft.com/windows2000/techinfo/planning/security/adminca.asp

Windows 2003 Server CA Internet Information Server
(1IS6.0)  Microsoft Certificate Server (MCS)

Microsoft Internet Information Server

=]

o / / Windows

o Windows

o Internet Information Services (IIS)
=]

Internet Information Services (IIS) World Wide Web Service
OK
o OK
Windows
Windows

CA
o /
o /
o Windows
o CA
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CA Web OK

Windows
CA

Windows Components Wizard E3

CA Type
Select the type of CA vou want to et up.

£ Enterprise root £

€ Enterprise subardingte G
o : ;
" Stand-alone subordinate C4

Dezcription of CA type
The most trusted T in a Ca hierarchy.

Tainstall an enterprise Ch, Active Directory is required; you must also be a member of
the Enterprize Admins group.

¥ Usze custom settings to generate the key pair and Cé certificate

< Back I Mest » I Cancel Help

Windows Components Wizard B3

Public and Private Key Pair
Select a cryptographic service pravider [CSP), hazh algorithn, and settings for the

key pair.
CSP: Hash algaorithr:

Microzoft Bage DSS Cryptographic Provider ;I tD4 ;I
Microzoft Enhanced Cryptographic Provider «+1.0 MD5

Microzoft Strong Crptographic Provider
Schlumberger Croptographic Service Provider LI T

[~ &llow thiz CSP to interact with the desktop Key length:

|1D24 vl

Import... |
Wiew Certificate |

= Use an existing key:

7 Use the certificate assaciatedwith this key

¢ Back MHext » Cancel Help

TheGreenBow Sistech SA - © Sistech 2001-2010
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Windows Components Wizard

CA ldentifying Information
Enter information o identify thiz Ca,

LCommon name for thiz CaA;
TobCa

Distinguizhed name sulfis:
DC=ThelGreenB ow DC=f

Preview of distinguished name:
CW=TgbCA DC=TheGreenBow,D C=fr

Walidity peniod: E xpiration date:

|1 0 IYea[S vI 20/04/2015 14:46

< Back Mest » Cancel Help
m]
YES 1S
YES Web
1S
o Windows
3.2
321
TheGreenBow VPN IPSec VPN [PSec
VPN
o (http://ServerName/CertSrv ServerName  CA )
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CA
Mark keys as exportable
TheGreenBow VPN IPSec

Advanced Certificate Request

Identifying Information:

Marme: | TheGreenBow WP Client
E-Mail: |TgbClient@thegreenbow. fr

Company: | TheGreenBow
Department: VP

City: |Paris

State: |France
Country/Region: |FR

Type of Certificate Needed:

|Chent Authentication Certificate V|

Key Options:

@ Create new key set O Use existing key set

CSF: | Microsoft Enhanced Cryptographic Provider w1.0 v
Key Usage: O Exchange O Signature & Both

: Min: 284 )
Key Size: 1024 sy (eommon key sizes: 512 1024 2048 4008 5192 16324 )

@ Automatic key cantainer name O User specified key container name

[Irdark keys as exportable
[JExport keys to file

[CEnable strong private key protection

[JStare cerificate in the local computer certificate stare
Stores the certificate in the local computer store
instead of In the user's certificate store. Does not
install the root CA s certificate. You must be an
administrator to generate or use a key in the local
machipe store.

Additional Options:
Request Format: ® CMC O PKCS10

Hash Algorithm: | SHAT +

Only used to sign request.

[ Save request to a file

Attributes:

Friendly Mame: |TgbClient

TheGreenBow Sistech SA - © Sistech 2001-2010 16/27
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o [=] E3
Certification Authority {Local) Request ID_| Requester Name | Binary Certificate Certificats Template | Serial Numbsr | Certificate Effective [
= {2 Tabca =z 2003SERVERYILL,,  ——t BEGIN CERTIFICATE----- MIIEBDCCAZ... 152c4580000...  21/04/2005 16:33
(23 Revoked Certificates

423 Issued Certificates
(13 Pending Requests
(11 Falled Requests

Cerificate Issued

The certificate you requested was issued to you.

Install this cerificate

Microsoft Certificate

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

Root Certificate Store E

' Do you want ko ADD the Following certificate to the Roat Store?
LAY

Subject : TgbCh, TheGreenBow, fr

Issuer ; Self Issued

Time Walidity | Wednesday, April 20, 2005 through Monday, April 20, 2015
Serial Number : 7AAF234C S26E4484 471E4165 FO949521

Thumbprint (shal) : DEADCO00 FCTAL292 EDS37DF0 EE18B26D DSDA7F21
Thumbprint (mdS} : E418FC22 A0DB2FFF | 9FSFBFS 71AQ7FFE

Internet Explorer

TheGreenBow Sistech SA - © Sistech 2001-2010 17127
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322

O o o o

Certificate Installed

Your new certificate has been successfully installed.

Internet Explorer

3.3

(http://ServerName/CertSrv ServerName

base-64 CMC PKCS #10
base-64 PKCS #7

Microsoft Certificate

CA

Read

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate
request or FKCS #7 renewal request generated by an external source (such as a Web server) inthe

Saved Request box.

Saved Request:

>

————— BEGIN CERTIFICATE REQUE3T—---—-- |
Base-bd-encoded |MIIBpDCOAQOCAQLwIJEGMB4GAIUE Avuenld Ems
certificate request |gZ8wD Q¥ IKoZ IThveNAQEEBQADGYOANIGTAoGEAM e

(CMC ar 341igEl 19203 THCVIouivD 1 IXS3vEyy g ywigDpT

PKCS #10 or Bt EwORvPNVEBkt SKHpbulyD/ 1igWHsiJThisLe

PKCS #): ZXCTAROWtdecFrwD AgMBALGYQ] BABgKghkiGIWlE ¥
< | ¥

Browse for a file to insert.

Additional Attributes:

Attributes:

TheGreenBow Sistech SA - © Sistech
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Certificate Issued

The cerificate you requested was issued to you.

®DER encoded or O Ease 64 encoded

Download cerificate
= Download cetificate chain

o certnew.cer

3.3

Internet Explorer PKCS12
Internet Explorer

Internet Explorer
Internet

O o o g

Certificates

Intended purpose: | <all= w |

Personal | Other People || Intermediate Certification Authorities | Trusted Rook Certificatior ¢ *

Issued To Issued By Expiratio... | Friendly Mame

B2 ThecreenBow YEN ... TghCa 4 TobClient

Import, .. ][ Export... ][ Remove ]

Certificate intended purposes

Client Authenkication

YES TheGreenBow VPN IPSec

TheGreenBow Sistech SA - © Sistech 2001-2010 19/27
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Certificate Export Wizard El

Export Private Key
You can choose bo export the private key with the certificate,

Private keys are password protected. IF you wank to export the private key with the
certificate, wou musk bype a password on a later page.

Do you wank o export the privake key with the certificate?
() Yes, export the private key

()Mo, do not export the private key

< Back ”_ Mext = ]’ Cancel

TheGreenBow VPN IPSec CA

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of File Formats,

Select the Format yvou want to use;

DER encoded binary 509 (.

Base-64 encoded ¥,50% [.CER)
Cryptographic Message Svnkax Standard - PKCS #7 Certificates (L F7E)
Include all certificates in the certification path if possible
(%) Personal Information Exchange - PKCS #12 {.PFX)
Include all certificates in the certification path if possible
["lEnable strong protection (requires IE 5.0, MT 4.0 SP4 or abowve)

[ Delete the private key if the export is successful

[ < Back ” Mext = l[ Zancel

TheGreenBow Sistech SA - © Sistech 2001-2010 20127
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4 OpenSSL
OpenSSL
OpenSSL http://www.openssl.org
openss|
TgbSmallPKI.zip C:\TgbSmallPKI

e RootCA.bat:
e UserCA.bat:

e Pkcsl2.bat: P12 PEM
e CAinfo.bat: PEM

e CAsign.bat:

e \Bin

0 openssl.cnf:

OpenSSL
0 openssl.exe, libeay32.dll  ssleay32.dll  Windows

e ReadME.txt:

41

Windows

411

RootCA

*

I Creating Root CA folders
*

Root CA folder set to .\RootCA

Root CA key length is 1024 bits

Root CA validity is 3650 days

The system cannot find the file specified.

*

I Creating CA private key (1024 bits, 3650 days)

Loading 'screen’ into random state - done
Generating RSA private key, 1024 bit long modulus
4+

OpenSSL for

TheGreenBow Sistech SA - © Sistech
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R
e is 65537 (0x10001)

*

I'CA autosigning (1024 bits, 3650 days)
*

Using configuration from .\Bin\openssl.cnf

You are about to be asked to enter information that will be incorporated
into your Certificate Request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [FR]:FR

State or Province Name (full name) [France]:France

Locality Name (eg, city) []:Paris

Organization Name (eg, company) [TheGreenBow]: TheGreenBow
Organizational Unit Name (eg, section) [J:Authority Certificate

Common Name (eg, YOUR name) [J:TheGreenBow CA

Email Address []:-TgbCA@thegreenbow.fr

Please enter the following 'extra’ attributes
to be sent with your Certificate Request

A challenge password [J:capassword

An optional company name []:TheGreenBow
Loading 'screen’ into random state - done
Signature ok

subject=/C=FR/ST=France/L=Paris/O=TheGreenBow/OU=Authority Certificate/CN=TheGreenBow CA/Email=TghCA

@thegreenbow.fr
Getting Private key

Root Certificate at .\RootCA\Ro0tCA.pem
Root Private Key at .\RootCA\CAKey.key

RootCA.pem CAKey.key RootCA
412
IKE X.509 VPN IPSec /
UserCA PKCS12
VPN IPSec

TheGreenBow VPN IPSec

*

I Creating User CA folder
*

UserCA TgbClient

TheGreenBow Sistech SA - © Sistech
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Creating User Certificate folder at \TgbClient
User CA key length is 1024 bits
User CA validity is 3650 days

*

I Creating User CA private key (1024 bits)
*

Loading 'screen’ into random state - done
Generating RSA private key, 1024 bit long modulus
ettt

,,,,,,,,,,,,,,,,,, +HH+++

e is 65537 (0x10001)

*

I'Signing User CA

Using configuration from .\Bin\openssl.cnf

You are about to be asked to enter information that will be incorporated
into your Certificate Request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [FR]:FR

State or Province Name (full name) [France]:France

Locality Name (eg, city) [J:Paris

Organization Name (eg, company) [TheGreenBow]: TheGreenBow
Organizational Unit Name (eg, section) [J:VPN

Common Name (eg, YOUR name) []:TheGreenBow VPN Client

Email Address [J:TgbClient@thegreenbow.fr

Please enter the following 'extra’ attributes

to be sent with your Certificate Request

A challenge password []:tghcapwd

An optional company name [J:TheGreenBow

Loading 'screen’ into random state - done

Signature ok
subject=/C=FR/ST=France/L=Paris/O=TheGreenBow/OU=VPN/CN=TheGreenBow VPN
Client/Email=TgbClient@thegreenbow.fr

Getting CA Private Key

*

I'User CA in P12 Format

*

Loading 'screen’ into random state - done
Enter Export Password:

Verifying password - Enter Export Password:
TgbClient.p12 created in \TgbClient.p12

User Certificate at \TghClient\TgbClient.pem

User Private Key at .\TghClient\local.key

User Certificate Subject is:

subject= /C=FR/ST=France/L=Paris/O=TheGreenBow/OU=VPN/CN=TheGreenBow VPN
Client/Email=TgbClient@thegreenbow.fr

TheGreenBow Sistech SA - © Sistech 2001-2010
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TgbClient

TgbClient.pem:
Local.key:

Subject.txt:
TgbClient.p12: PKCS12

O o o o

4.2 TgbSmallPKI
PKCS12
Pkcs12.bat: P12 PEM
CAinfo.bat: PEM
421
CAinfo
TgbClient.pem 412 TheGreenBow

CAinfo TgbClient\TgbClient.pem

*

I Certificate TgbClient\TgbClient.pem information

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=FR, ST=France, L=Paris, O=TheGreenBow, OU=Authority Certificate, CN=TheGreenBow CA
[Email=TgbCA@thegreenbow.fr
Validity
Not Before: Apr 19 12:44:03 2005 GMT
Not After: Apr 17 12:44:03 2015 GMT
Subject: C=FR, ST=France, L=Paris, O=TheGreenBow, OU=VPN, CN=TheGreenBow VPN Client/Email=Tg
bClient@thegreenbow.fr
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:ac:00:2¢:1b:82:6d:32:2e:17:09:9f:13:8d:h9:
9f:9b:db:d7:3f:f7:45:9h:f2:73:6d:8b:3d:9b:b1:
14:99:25:22:fh:a8:56:30:9d:68:43:9:14:84.6f:
4¢:24:fa:e2:36:84:56:2d:b2:5¢:11:fd:be:b9:9e:
ed:49:¢8:¢1:08:29:d0:17:ca:h8:12:41:41:55:4d:
48:01:57:bc:22:9a:¢9:48:ca:e2:¢2:59:2¢:78:8d:
6d:cc:89:09:3a:97:5:4:h7:96:ea:da:82:0e:8c:

TheGreenBow Sistech SA - © Sistech 2001-2010
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87:49:a7:45:a4.:74:45:31:8e:ac:be:9a:a2:8¢c:al:
16:be:f7:46:4a:94.78:31:73
Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEnNcryption
b2:ba;7¢:92:9c:eb:59:c2:7e:d9:95:af:71:80:06:2:h8:44:
b3:b5:2a:h7:98:0b:1e:08:97:85:¢7:bc:21:1c:cf:df:15:97:
d9:4f.e5:ec:31:14:6f:9e:b1:8a:47:37:ad:6b:4b:c8:15:bf:
cd:8a:1b:ed:a5:f7:3e:ac:72:73:h9:bc:f6:22:h3:05:f5:26:
40:dd:f8:4¢:83:3f:25:da:68:32:8b:bd:1b:68:24.€8:df:31:
83:5h:74:91:10:1f.62:d0:b9:3c:f3:04:50:4¢:6€e:ce:c9:de:
3a:38:fe:2d:ad:6¢:6h:e6:74:38:51:0c:5h:c5:bb:6h:05:25:
44:d9

TheGreenBow Sistech SA - © Sistech 2001-2010 25127
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www.thegreenbow.com/vpn _doc.html

pdf
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http://www.thegreenbow.com

support@thegreenbow.com
+33143123937 sales@thegreenbow.com
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