"# % $ % & # %'

$ (& # %'




Doc.Ref tgbvpn_certificates_en
Doc.version | 2.0 — Nov 2006
VPN version | 4.00

0

)

+ & &
% -
% &
)
%, )

%%%%%%% %% %%

VA0 L), WAL PAC) AL L),
720007 2007 2007 2007 2007 280/ A%D

%%9%% %% % % Y MaE SIS SIS
%%%%%%%%%%%% gy

%%%%%%%%%%%%%%%%%%%%%%%
& ./ %%%%%%% %% 4
& 1+ 2 %%%%%%%%%%

% 3 &' %%%0%% %% %% %%
%0 %%%%%%%%%%%%%%%%%%%%%%%
&+ 4 %% %% %% %0 PP P50 %0 %0 %0 %0
% ) 22 &+ 4 %%%%%%%%%WWM%%%%%%
*04 & %%%% %% %% Y VBT AP
*% % & %9%%%%% %% %% %% % %% % %% %% %%
%% & & 35  %%%%% % %Y
*0o* 17 %%%%% %% %% VS S e
&8  9%%%%%%%%%%%Y
% & %09%%%% % %% %YW K
% % & 2 & %%%%%%%%%%%%%%%%%%%%
% % & %09%%%%% %% %% %% % %% % %% %% %%
,% 2 &#'22 ) 2 94%% % % % %0 VB S D
Y% 2 & " %%%%%% %9
#2 & %%%%%% %% %% %8

%%%%% %% % %% %%




72
1 I./
72 2
<= 2
4 @ %% +
'<=3 '24 %
#
.
1+ %

# 1
‘22 2 #2 &
$

#2 ?
#2 7
4 ?
B ?
2" # 27
! B

* * JAMRIeE

2%

2%

Doc.Ref

tgbvpn_certificates_en

Doc.version | 2.0 — Nov 2006

VPN version | 4.00

4 A 4 2#2

%

2% 8

? %

% #
# #2 & > 6
& 27 &
* 4 B
% <=2
# 2 % 22




C

Doc.Ref

tgbvpn_certificates_en

Doc.version | 2.0 — Nov 2006

VPN version | 4.00

& % " #

}%—} Conzole

{5 Parameters

€2 Connections

Mame !F'hase_'l

Interface ir-‘m_l,l

Ei"@ R Femote Gateway !yuurgateway.dyndn&org
- Phase_ 1
~-(€) Phase_2 7 Preshared Key i
Confirm i
& Cerlificate Certificates Import.
[ 1 pdvanced
Enciyption [4E5 128 +| e
Authentication | SHA, -
F.ep Group IDH1EI24 "I
ﬁavé & Apply
ié ['\)'F'N ready iTunneI: _ﬁ
D C ) ED
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Foot Certificate

|lzer Certificate

Idzer Private key

Chooze below the Certificate location and type:

.

Certificate from a PECSH12 file

Certificate from a PECSH12 file
Certificate from a PEM file

Certificate fram a SmartCard

Import Certificates from a PECS12 file

Impart...

Ok, | Cancel |

22 & 2%
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Foot Certificate

zer Certific.ate

Uszer Private kep

Chooze below the Certificate lacation and type:

Certificate from a PRCSH12 file ﬂ

Impart Certificates fram a PECST2 fle Imnport...

Cancel |

2?7 C) ED

Open

Laok jn: | (&3 Desktop x| &

Drﬂy Dacuments
5& My Compuker
‘QMy Mebwork Places

s tghl.pl2

File name: |tg|:u1 P12
Files of type: | Certificates F12 [*p12] [ Cancel

[ Open as read-only

.12 27? C8 D%
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27? C8D

PKCS12 file password X]

-E?% Pleaze enter the file password below:

]xxxxxxxxxxx

# %) B #7 #2 ' %
& 2%

X
T\ Roat Certificate

/C=FR /L=Pariz/0=ThelGreenBow/CH=TheGresnBow Cilemaild,

T4 User Certificate
/C=FR/0=TheGreenBow./CH=tghl

% Uszer Private Eey

Chooze below the Certificate location and tppe:

Certificate from a PECSH12 file j

|mpart Certificates fram a PECS12 file

Ok Cancel

%
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X
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25
Root Certificate
Uzer Certificate
Uszer Private Key
Choosze below the Certificate location and bpe:
Import a PEM Root Certificate Impait...
Import a PEM User Certificate Import...
Import a Private Key Import...
Ok | Cancel |
C) ED ' & @ A #2 ? B #2 ?

Loak in: |@ Desktop ﬂ £k ER-

M\,f Documents

5& My Computer
%My Metwirk Places
clientCert.Pem

raatCA . pem

[ Open as read-only

—
Files of type: |Eerliﬁcates PEM [*.pem] ﬂ Cancel

2? C8 D




Doc.Ref

tgbvpn_certificates_en

Doc.version

2.0 — Nov 2006

VPN version

4.00

X

v,

Root Certificate

|f'C=FF| /L=Pariz/0=TheGreenBow/CH=ThaGreenBow Ca/emaild

Uzer Certificate
|.r'E=FF| /0=TheGreenB ow/CH=tgh1

% Uzer Private Key

Chooze below the Certificate location and tppe:

Certificate from a PEM file

Impart & FEM Roat Certificate Impart....
Import & PEM User Certificate Impart...

Import a Frivate Key Import....

ddi

Ok I Cancel |

#F 2 9
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Root Certificate

Ilzer Certificate

Ilzer Private Key

Choose below the Certificate location and type:

Certificate fram a SmartCard j

Select a Smart Card Reader: j

OMMIEEY Cardi an 3

Ok, | Cancel |

Smartcard PIN code rf>_(

-E?% Fleaze, enter the Smart Card PIM code;

Qg | Cancel
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Foot Certificate
/C=FR/L=Pariz/0=TheGreenBow/CN=TheGreenBow Ca/emaild

|lzer Certificate
/C=FR/0=ThelreenB ow/CH=tghl

I1zer Private key

Chooze below the Certificate location and type:

Certifizate from a SmartCard j

Select a Smart Card Reader: OkMIEEY Cardhda

0 3))‘

3

ATR = 3B:7B:18:00:00:00: 31:C0:64: 77:E 3:03:00:82:90:00
IJzing ID0ne Lite
PECSH11 middleware found

Ok | Cancel

#F 2 %
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3

SHY

Floot Certificate

Izer Certificate

|Jzer Private Key

Chooze below the Certificate location and type:

Certificate fram a SmartCard j
Select a Smart Card Reader: OMMIEEY Cardhan 3221 0 j
ATR = 3B:7B8:18:00:00:00: 31:C0:64: ¥7:E 3:03:00;32:30:00 s

Unknown ATR: this smart card may not be supported =
Mo PECS11 middleware for thiz smart card wasz found.

You can set PRCSH11 middleware with the command line
vphconf.exe addmiddleware: path_to_the_dll N

b
Cancel
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3 4 3 5" i checkboxes are
checked. Click OK in the Certificate Services dialog box.
2 7? 5 # 2&# 7%
4 1# & #2 % 2 ? T %

Windows Components Wizard E3

CA Type
Select the type of CA vou want to et up.

£ Enterprse ool £y
€ Ent

jsesubordifiate EA,

" Stand-alone subordinate C4

Description of C4 type
The most tusted C4 in a C& hierarchy..

Toinstall an enterprize C&, &ctive DIIBCtDI_',J iz required; you must also be a member of

the Enterprise &dmins group.

W Use custom settings to generate the key pair and CA c:e]tificate

< Back I Mewt > I Cahcel | Help
"H 3 $1 & #2 % 2 ?

Windows Components Wizard | x|

Public and Private Key Pair

Select a cryptographic service provider [CSF). hazh algorithm, and settings for the

key pair.

C5R: Hash algarithn:

Microzaft Base DSS I:ryptc-graphlc Provider ;i MD4
Microzoft Enhanced Cryptographic F'rowder v1.0
; aft Striong Croptographic Pra
Schlurberger Cryptographic Sewice F'rovider

[ sllow thiz CSP to interact with the desktop Key length:

[1024 -]

[T sz an exishng key

Im_p'ott,.: |

siew Cerifizate |

[T Use the cetificate dssoniated with this ey

< Back MNewt »

Cancel

Help
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CA Identifying Information g
Enter information to identify thiz Cé.
Commor name for bz T
TabCa
Distinguished name suffix:
DC=ThelGreenB ow DC=f
Ereview of distinguished name:
CN=TghC&, DC=TheGreenBow,D C=fr
'Walidity period: Expiration date:
|T m 2040472015 14:45.
< Back et » Cancel Help
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Additional Options:
Request Format: @ CMC O PKCS10
Hash Algorithm: | SHA-T »
Qnly used to sign request.
[ Save request to a file
Attributes:
Friendly Marme: | TabClient
&B & %1 4 2
42 # + 4 ' %

& %
? "001
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