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Privacy and Internet

When an email is sent on Internet or is exchanged on the
corporate network, it is read on all computers on its route :
your colleagues, Internet Service Providers, routers,
organisations having access to the resources of the global
Internet network, the co-workers of your correspondent...

To protect the privacy of professional exchanges and the
security of the company, it is necessary to protect the data
exchanges.

Easy and immediate Encryption

CryptoMailer is the first encryption tool as easy to install as it
is to use. CryptoMailer works without certificate, PKI,
complex management of keys, nor definition of security
profiles.

CryptoMailer makes it possible to create encrypted and
protected e-mails immediately after its installation.

Decryption is even easier !
Don't your correspondents have CryptoMailer?

CryptoMail Reader is a FREE product. This version allows
users to decrypt files encrypted with CryptoMailer. You just
need to share the password with your correspondent.

Functionalities

O CryptoMailer allows you to encrypt files and memos,
either to protect them before sending them by e-mail, or
to store them securely on your hard disk.

O To encrypt a file, open CryptoMailer, choose a key and
select an action: local encryption or e-mall
transmission. The file selection can also be done within
CryptoMailer, by a "drag & drop" or using the contextual
menu in Windows Explorer.

O File decryption is extremely easy. Double-click on the
file, then choose the action : local decryption with
automatic opening of the file, or decryption under a
selected directory.

O CryptoMailer offers an extremely easy management of
keys frequently used.

Cryptography

CryptoMailer implements 3DES CBC 128 bits or AES
encryption and MD5 signature.
A 128 bits key is randomly generated for each encryption.

Using CryptoMailer

CryptoMailer is very user-friendly. Most of its functions can be
accessed in a single click.

O « One-click-mail » function : just one click to open your email
client and send the encrypted e-mail.

o0 With CryptoMailer, decrypt and open files with a unique click.

o Selection of the keys is displayed in a drop-down menu. Keys
management is particularly simplified thanks to the dedicated
control panel.
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CryptoMailer under Windows

CryptoMailer is fully integrated in Windows

O clean and standard Install and Uninstall

O Use of the "drag & drop” to define files to encrypt.

O CryptoMailer entries in Windows Explorer right-click menus
O Automatic creation of shortcuts

Compatibility
CryptoMailer works on Windows 95, 98, ME, NT4, 2000, XP.
CryptoMailer is compatible with all emails clients on the market:

Outlook, Outlook Express, Eudora, Pegasus, Lotus Notes,
Netscape Messenger, efc...
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